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Pabouas mnporpamma guctmiimHbl  «MHopManuoHHass  0e30MaCHOCTB» IS
obyyvaroruxcst mo crneruainbHocTH 38.05.01 DxoHOMHUYECKass 0€30MacHOCTh (CIEIHMATA3aITHs:
DKOHOMHUKO-IIPaBOBOE 0OecreueHrue 3KOHOMUYECKOH 6€301acCHOCTH), COCTAaBJICHa HA OCHOBAaHUU
@denepalIbHOTO TOCYJAapCTBEHHOTO 00pa30BaTeNbHOIO CTaHIApTa BbICIIErO0 OOpa3oBaHUS —
cneuuanurer no crenuaabHocTH 38.05.01 DxoHOMMYecKass O€30MacHOCTh, YTBEPKIEHHOTO
npukazoM MuHHCTEpCTBA HAyKHM W Bbiciiero oOpasoBanus Poccuiickoit ®enepauuu ot
14 ampenst 2021 r. Ne 293 (¢ w3m. u gom.), llopsinka opraHum3alud M OCYIIECTBJICHHUS
00pa30BaTeNbHON JNEATENIbHOCTH MO0 00pa30BaTENIbHBIM MPOrpaMMaM BBICIIETO0 0Opa3oBaHUs —
nporpaMMaM OakanaBpuara, MporpaMMmaM —CIEUaluTeTa, MOporpaMMaM MarkcTparyphl,
YTBEP’KACHHOTO MpUKa3oM MHUHHCTEpCTBA HAayKd M BbIclIero ooOpas3oBanus Poccuiickoit
®eneparuu ot 06 ampenst 2021 1. Ne 245 (¢ u3M. ¥ J011.), B COOTBETCTBUH C YYEOHBIM IJIAHOM,
yTBepkaeHHBIM Y4ueHbIM coBeToM PI'BOY BO «/lonl'Y» ans vabopa 2025 roxa.

PazpaboTunk:
JoUeHT Kadeapbl HH(POPMAIIMOHHBIX CUCTEM
yIIpaBJICHU, KaH/. DKOH. HayK, JOLI. A. M. I'u3atynuH

PabGouass mnporpamma onobpeHa Ha 3acegaHud Kadenpbl HHGOPMALMOHHBIX CUCTEM
yIpaBJIeHUs.
[Iporokoin ot 14.04.2025 r. Ne 13.

3aBeyromnuii kadenpoit H.III. ITonomapenko
COI''TACOBAHO:

JlexaH SKOHOMHUYECKOTO (paKyybpTeTa 1O. H. ITonmxkos
16.04.2025 t.

Y4eOHo-MeToAnYecKass KOMUCCHUSI 9KOHOMUYECKOTO (haKkyIpTeTa
[Ipotokomn ot 16.04.2025 1. Ne 8
[Ipencenarens E. H. Ctpenuna

PykoBonuTens ocHOBHON 00pa3oBaTenbHOM
pOTrpaMMBI:

KaHJI. DKOH. HayK, JIOLL. A. C. JaBnuanuaze
11.04.2025 r.
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1. MECTO JUCHUILJIMHBI B CTPYKTYPE OBPA3OBATEJBbHOM ITPOT'PAMMBI

1.1. TpedoBanus K npeaBapuTe1bHOM MOAr0TOBKE o0yuarouuxces,
NpeIlecTBYOLe H CONYTCTBYOIHE JHCUMIIHHBI, HA KOTOPBIX OCHOBBLIBAETCH U3y4YeHHE
JAAHHOM:

JUCLUMIUIMHBL ~ TporpaMMbl  OakanaBpuara: «VHpopMmalMOHHbIE  TEXHOJOTHH U
WHCTPYMEHTBHl ~ MPOTrPAMMUPOBAHMS B  OKOHOMHKE», «DKOHOMHUYECKas Oe30MacHOCThY,
«YTpaBieHHE pUCKaMU», « IKOHOMUUYECKAS PAZBEIKA.

1.2. IucuMIuinHbl, KypcoBble padoThl M IPAKTHKH, VI KOTOPBIX OCBOCHUE JAHHOM
AUCHUILIMHBI He00X0IMMO KaK NpeAlecTBylomee:

MIPOM3BOJICTBEHHAS MPAKTHKA: MPEAUIIIIOMHAs; BbITYCKHAs KBaNU(PUKAIIMOHHAs padoTa.
2. OIIMCAHME JUCHHUIIJINHBI

2.1. O6mas xapaKkTepucTHKA

HaumeHoBaHue ToKa3aTes 3HaYCHHE NOKA3aTEIs

HasBanue oO6pazoBaTenbHON TPOrpaMMBbI 38.05.01 DxoHomuveckas 6€301MacHOCTh
(Cneunanuzarusi: JKOHOMHUKO-TIPABOBOE
oOecreyeHne YSKOHOMUYECKOM 0€30ITaCHOCTH )

HIudp u Ha3BaHHE B COOTBETCTBHH C b1.5.M6.20 «MupopmarmoHHas
y4eOHBIM TIJIAHOM 0€30IacHOCThY

YacTth 00pa3oBaTeIbHON TPOTPAMMBI bazoBas yacth

KomnuecTBo 3a4eTHBIX €QUHULL / BCETO YaCOB 2/72

B cayuae mnpenpsBieHus oOT OOydYammIerocs WIA €ro poauTensi (3aKOHHOTO
NpECTaBUTENSA) 3asBICHUS Ha OOy4YeHHE MO aJanTHUPOBAHHONW 0Opa30BaTENbHON MporpaMme
BBICIIIETO 00pa30BaHUs, MOJKPEIJICHHOTO 3aKIIOYEHHUEM IICHXOJIO0r0-MEIUKO-TIEeIarorTnYecKon
komuccun (IIMIIK) wnmu wmenuko-couuanbHOi skcrnepTu3sl (MCD) ¢ pexoMeHmanusMu
CO3/aHUA WHJMBUIYabHOM mporpammsel peabunurtamuu u abwiurtamuu (UIIPA), nannas
pabouass mporpaMmMa MOXET OBITh aJanTHPOBaHA C YYETOM HHIWBUIYaTbHBIX OCOOEHHOCTEH
3I0POBBST 00YYaIOIIEroCs.

2.2. Pacnpenesienune 4yacoB no ¢popmMam U nepuoaamM o0ydeHust

OO0111€€ KOJIMYECTBO YaCOB
o = CaMOCTOS-
dopma g | 3 6 o
> | S neKiu- | mabopa- | MpakTH- | TeIbHOU dopma
00y4JeHHUS & S BCEro
Y OHHBIX | TOPHBIX | YEeCKUX | pabOTHI + KOHTPOJIS
KOHTPOJIb
Ounas 5 9 17 - 17 38 72 3aueT

3. LEJW JUCLHUATIIMHBI

Henp m3yuenus mucuuminHel «MHbopmannonHas 6e30macHoOCTb» — (GopMHpOBaHHUE Y
Oyay1iero crenuanucra B cepe SKOHOMUYECKOH 0e30MacHOCTH 3HAHWW, YMEHUH U HaBBIKOB,
MO3BOJIAIOIIMX MPUHUMATD pelieHus B chepe HHPOpMaIIMOHHOM 0€3011acHOCTH.




4. KOMIIETEHIIMA OBYYAIOLIETI'OCsl, ®OPMHUPYEMBIE B PE3YJIBTATE
OCBOEHHUSA KOMIIOHEHTA OBPA30OBATEJIBHOM ITPOI'PAMMBI, UX
NHANKATOPBI U IINTAHUPYEMBIE PE3YJIbTATBI OBYUYEHUSA

4.1. Komnerenuuu

OIIK-6. Cnoco0OeH WUCMONb30BaTh COBPEMEHHBbIE WH(POPMAIMOHHbIE TEXHOJOTUU U
MPOrpaMMHEIE CPEJICTBA MTPH PEIICHUN POPECCHOHATBHBIX 3aj1ad.

I1K-4. Cnoco0OeH mjIaHUPOBaTh, OPraHU30BBIBATH M KOHTPOJIUPOBATh TEKyIIUE U
MIEPCIIEKTUBHBIE MEPOTIPHUSATHS IO 00ECIIEYCHUI0 YKOHOMHUECKOW 0€301TacHOCTH B OpTraHU3aINH,
yIpaBJIATh PUCKAMHU OpraHU3alMH, PyKOBOIAUTH CIIY>KOaMH U TOApa3eIeHUSIMH YKOHOMHUECKOM
0€30MMacHOCTH MPEANPUATHI U OpraHU3alui.

4.2. UugukaTopbl KOMIETeHIU

Komnerenuun WNHpukatopsl PesynbraTel 00y4yeHus
OIIK-7. U-3. 3-1. 3uaem OCHOBHBIC MIOHATHUS
U MCTOJIMKY aHaJIM3a yrpo3 HH(HOPMAIMOHHON
OIIK-7. OIIK-7.4-3. 6e30macHOCTH
CLI0cOBeH HCMONb3OBATE Ilgrgfgggﬁy? OIIK-7. U-3. 3-2. 3uaem K%HHCHHI/IIO
COBPEMEHHBIE aHAPOBATS 3IEKTPOHHOTO JJOKYMEHTO000pOoTa
UH(pOPMAaIMOHHbIE — OIIK-7. U-3. 3-3. 3naem ocobeHHOCTH
TEXHOJIOTHH 1 . | 3aIMTHI 3JIEKTPOHHOTO JIOKYMEHTO000pOTa
UH(POPMALIMOHHOM
HPOTPaMMHBIC CPEACTBA | oo ochoctu | OIK-7. U-3. V-1. Vueem aHanu3upoBath
TIpr peIICHIN 0GecIeunBaTh yrpo3sl HHGOPMAIIMOHHON 6€30MaCHOCTH
POQeCCHOHALHBIX 3aIuTy OIIK-7. U-3. Y-2. Ymeem BbIOUpATh CPEICTBA
3anaq IIEKTPOHHOTO 3alUTHI 633 TaHHBIX
nokymenToobopora | OIIK-7. U-3. ¥-3. Vueem BriOupars cpecTsa
3alUTHI CUCTEMBI JICKTPOHHOT'O
JIOKYMEHT0000pOTa
IK-4.
CnocobeH mIaHupoBaTh, IMK-4.1-5. 3-1. 3naem mMeTonuKy pa3paboTKH
OpPraHHU30BBIBATH U TIOJIUTUKY WHPOPMAITMOHHOHN 0€30MacHOCTH
KOHTPOJIMPOBATH
TEKYIIHE U
;zggﬁgizzl;ii IIK-4. U-5. MK-4.A-5. 3-2. 3naem MeTOMUKY pa3paboOTKH
06eCIeUSHITO Hemonctpupyer CHeI_II/IaJ'II/BI/IpOBaIiI'HBIX IMOJIUTHK
KOHOMATECKOI CII0COOHOCTD MH(POPMALMOHHOI 6€30MacHOCTH
pa3zpabaThIBaTh
0€30I1aCHOCTH B
MOJIUTUKY
OpraHHu3aIuH, YIPaBIATH .
pPUCKaMHU OpTaHU3AIIHH, MH(OPMAIHOHHOH
0e30MacHOCTH NK-4.U-5. Y-1. Vmeem pa3pabarbiBaTh

PYKOBOJUTH CITy>KOaMu
U TI0/Ipa3/IeTICHUSIMU

MOJUTUKY MH(POPMAIIHOHHOW 6€301acHOCTH

SKOHOMUYECKON
0e301MmacHOCTH IMK-4.U-5. Y-2. Vmeem pa3zpabaTbiBaTh
MIpEeANPUATHI U CTEeLUATU3UPOBAHHBIE TTOJIUTUKHI
OopraHu3aiui nHGbOpMaIIMOHHON 06€30MacHOCTH




5. IPOT'PAMMA JUCHUIIJIMHBI

Tembl

Kparkoe cogep:xanue TemMbl

Conep:kareabnblii MoayJab 1. [loanTuka nungopmMannoHHoi 0€30MACHOCTH

Tema 1. OcHOBHEIE
MIOHSATHS U aHAJIN3
yIrpo3
UH(POPMALMOHHOM
0€30IacHOCTH

1.1. OcHOBHBIC MOHATHS 3aIIUTHl WHPOpPMANMU W WHOOPMAITMOHHOM
0e30macHOCTH

1.2. Ananu3 yrpo3 nHopMaIrmoHHOW 0€301MacHOCTH

1.3. Crioco6s1 obecrieuenus: 6e30macHOCTH HHPOPMALTMOHHBIX CUCTEM

Tema 2. [Tonutuka

2.1 IomuTrka MHPOPMAITMOHHOHN 0€301acCHOCTH

2.2. YpOoBHH NMONUTUKH O€30MaCHOCTH

2.3. CTpyKTypa NOJUTUKN OE€30MMaCHOCTH OpraHU3aI[uu
2.4. ba3zoBas nonuTHKa 6€30MaCHOCTH

2.5. Cnenuaim3upoBaHHBIC TIOJUTHKH 0€30MMaCHOCTH
2.6. [lonuTHka 1OMYCTUMOTO UCIIOJIb30BAHMUS.

MH(OpMAIHOHHO}H 2.7. llonutHka y1aJeHHOTO AOCTYyTA.
0e30macHOCTH
2.8. IIponenypsl Oe30macHOCTH
2.9. Ilponienypa pearupoBaHus Ha COOBITHUS.
2.10. IIpouenypa ympaBieHus KOHGUTYpAIHEH.
2.11. Pa3paboTka noJIMTUKHU O€30MacCHOCTH OpraHu3alun
2.12. Opranuzanusi ”HOOPMAIIMOHHON 0€301TaCHOCTH OaHKa
3.1. OcHOBHBIE TIOHATHS KpUNTOTpadUIECKON 3aUTH HH()OPMAITHH.
3.2. Knaccudukanus kpuntorpa@uueckux alropuTMOB.
Tema 3. 3.3. DnektpoHHas nudpoBast MOANKCH.
Kpunrorpadguuecka | 3.4. OcHOBHBIE MpoLeAypbl HU(POBOI MOATUCH.
s 3aIIUTa 3.5. Anropurm nudpooit noxmucu ['OCT P 34.10-94
uHbopmanuu 3.6. Anroputm uudpooit noanucu ECDSA.

3.7. Crarnmapt uudposoit moxmucu 'OCT P 34.10-2001.
3.8. YnpaBieHue KpUOTOKIOYAMH.

CoaepikaTeJIbHBIA MOAYJIb 2. 3alIUTa JJIEKTPOHHOI0 JOKYMEHT0000pOTa

Tema 4.
Wnentudukanus,
ayTeHTH(UKAIUS 1
yIpaBiIcHUE
JOCTYTIOM

4.1. Ayrentudukanus, aBTOpU3alUs U aJAMUHUCTPHUPOBAHUE JEHCTBUI
ITOJIB30BaTENEH.

4.2. AyrenTuduKanys Ha OCHOBE MHOTOPA30BBIX MMapOJIeH.

4.3. AyreHTuduKanus Ha OCHOBE OJJHOPA30BBIX MapoJIeH.

4.4. Unes cTporoi ayTeHTHPUKAIIHS.

4.5. Ctporast nByx(paxTopHas ayTeHTU(PUKALUS.

4.6. IIpumenenune cMapT-Kapr.

4.7. Ilpumenenue USB-TokeHOB.

4.8. Ocobennoctu ucnons3osaunst PIN-kona.

4.9. Kpunrorpapuueckue NpoToKOJIbl CTPOTOi ayTeHTU(PUKAIIH.

4.10. buometpuueckas ayTeHTH()UKALUSA TOIb30BATEIS.

4.11. VYmpaBneHue IOCTYIOM TIO CXEME€ OJHOKPAaTHOTO BXOJa C
aBTopuzanueit Single Sign-On.

4.12. Ilpocras cucrema ogHoKpaTHOro Bxoja Single Sign-On.

4.13. Cucremsl onHOKpaTHOro Bxoaa Web SSO.

4.14. SSO-npoAyKTHl YPOBHS MPEIIPHUITHSL.

Tema 5. 3amura
ANEKTPOHHOTO
JIOKyMEHTO000pOTa

5.1. KoHuenmus 371eKTPOHHOTO JJOKYMEHTO000pOTa.

5.2. OcoOEHHOCTH 3aIlUThI TEKTPOHHOTO JOKYMEHTO000pOTa.
5.2.1. Yrpo3ssl gt CO/]

5.2.2. Cpenctsa 3ammtsl COJ]

5.3. 3amura 6a3 1aHHBIX




TeMmbl

Kpartkoe conep:xxanune TeMbl

5.3.1. OcHOBHBIE TUIIBI YTPO3

5.3.2. Meroasl u cpenctpa 3amutel CYB/]

5.3.3. Cpencraa 3amutsel CYB]] Microsoft Access

5.3.4. Cpencrsa 3amutsl CYB]] Oracle

5.3.5. 3amuMIneHHbpId JOCTYI K 0a3aM JTaHHBIX

5.4. 3ammTa KOPIOPaTUBHOTO IMOYTOBOT'O IOKYMEHTO000pOTa

5.5. 3amuTa cucTeMbl 3JIeKTPOHHOTO AoKyMeHTooOopoTa DIRECTUM
5.5.1. ®ynkunoHansHble Bo3MoxkHOCTH cucteMbl DIRECTUM

5.5.2. Apxutektypa cuctembl DIRECTUM

5.5.3. YopaBiieHue 3JIeKTpOHHBIMHU TJoKyMeHTaMu B cucteme DIRECTUM

6. CTPYKTYPA U COAEP KAHUE JTUCIIUITJIMHBI

6.1. ®opma o0yyeHus1 — ouHasi, Kypc — 5,

cemecTp — 9.

HaumenoBanus COACPIKATCIIbHBIX MOI[y.]'IGﬁ

KomngecTtBo yacoB

Jleki. | JlaGop. | [Ipakr. |CPC+K| Bcero

1 TeM
Coaep:kareabnblii MoayJb 1. [loanTuka uHGoOpMANMOHHOMH 0€30MACHOCTH
Tema 1. OCHOBHBIE TOHATHS U aHAJIU3 YTPO3 3 3 3 ] 14
nH()OpPMAIIMOHHOM 0€30IMaCHOCTH
Tema?2. [TonmuTrka nHGOPMAITMOHHON
4 - 4 8 16
0e30MmacHOCTH
Tema3. Kpunrtorpaduyeckas 3ammura ) 3 ) ] 12
uHdopmaIu
HToro no coaep:xaTejibHOMY MOAYJIO 1 9 - 9 24 42
Coaep:xareJbHbIA MOAYJIb 2. 3aIIMTA 3JIEKTPOHHOI'0 IOKYMEHT0000pOTa
Tema 4. nentudukanus, ayTeHTUUKALNSA U 4 3 4 7 15
YIPaBJICHUE TOCTYIIOM
Tema 5. 3amuTa 31€KTPOHHOTO 4 B 4 7 15
JIOKYMEHT0000pOTa
HToro no coep:kareJbHOMY MOAYJIIO 2 8 - 8 14 30
Bceero no komnonenty OIIOII 17 - 17 38 72

7. OHEHOYHBIE MATEPHUAJIBI (CPEACTBA) IJISI TEKYHIEI'O KOHTPOJISI
YCIIEBAEMOCTH, TPOMEXKXYTOYHOU ATTECTALIUU

7.1. KoHTpoJbHBIE BONPOCHI

COI[EP}KATEHI)HBH\/:IJ MOAVYJIb 1
[NHOJIMTUKA UTHOOPMAILIMMOHHOU BE30ITACHOCTHU

1.Chopmynupyiite monstue nHbopmarmonHon 6ezonacuoctu NC.

2.00bsicHUTE TOHATUS  LEJIOCTHOCTH, KOH(MUACHIMAIBHOCTH W  JIOCTYIHOCTHU
uHdopMaIuu.
3.00bsicHATE  TOHATHA  WIACHTU(UKAIMHM, ayTeHTH(QUKAIMM W  aBTOPU3ALUHU

roJib3oBaTelsd. Kak oHM B3aMMOCBSI3aHbI?

4. YKaxXUTe OTIUYUS CAaHKIIMOHHUPOBAHHOI'0 O0CTylHa OT HCCAHKIMOHHWPOBAHHOI'O

JOCTYIIa K HH(POPMAIIHUH.

5.Chopmynupyiite onpesesieHue MOTUTHKU 0€30MTaCHOCTH.

6.Chopmynupyiite  0COOCHHOCTH

0€30I1aCHOCTH.

n30upaTeIbHON

n IMOJTHOMOYHOM IIOJIMTHKH




7.00bsicHUTE TIOHATHE «yrpo3a 6e3onmacHocTr UC».

8. Ykaxxute OCHOBHBIE MPU3HAKU KJIacCU(PUKALIMU BO3MOKHBIX yrpo3 6ezonacHoctu UC.

9.KaxoBbl 0OCHOBHBIE BU/IbI YIpo3 OezonacHoctu MC 1o nenu u cTeneHu Bo3aeicTBus?

10. JlaiiTe KpaTKyI0 XapaKTEPUCTHUKY yrpo3 0€30MacHOCTH, 0003HAYAEMbIX TEPMUHAMH:
(TPOSTHCKUI KOHBY, «BUPYC», «UYEPBb»?

11. Ilepeuncaute M naiTe KpaTKyl0 XapaKTEPUCTUKY OCHOBHBIX METOJOB pea3aluu
yrpo3 HHPOPMALMOHHOM 6€30MacHOCTH.

12. O6BcHUTE CyTh KOMIUIEKCHOTO ToAXoAa K oOecrmeueHno WH()OpMAIMOHHON
6e3onacuoctu UC.

13. OOBSACHHUTE MMOHATHE KITOJIUTUKA O€30TTACHOCTH OPTaHU3AIIN.

14. Kakue paszensl J0JDKHA COAEpXkKaTh JOKYMEHTAJIbHO O(OpMIIEHHAs IOJUTHKA
6e3onacHocTH?

15. Kakue npoGieMsl peniaeT BEpXHUH ypOBEHb MOJUTUKH O€3011acHOCTH?

16. Kakue 3agauu pemaet cpeiHUNA ypoBeHb MOJIUTUKH 0e30macHOCTH?

17. KakoBbl 0COOEHHOCTH HUKHETO YPOBHS MOJUTUKH O€30MaCHOCTH?

18. Chopmynupyiite 00s3aHHOCTH PYKOBOIUTENCH MOapa3AeeHIi, a IMUHIUCTPATOPOB 1
H0JIb30BaTENIEH IPU pealn3aluy MOJIUTHKH 0€30IacCHOCTH.

19. Onumure CTpyKTypy HOJIUTHKU 0€30MIaCHOCTH OpraHU3alliH.

20. Yro npeacTaBisioT co00i crenuaan3upoBaHHbIe MOJTUTUKH 0€3011acHOCTH?

21. [IpuBeaute HECKOIBKO MPUMEPOB CIEHUATU3UPOBAHHBIX IMOJUTHK OE30MAaCHOCTH C
OINKMCaHUEM UX 0COOEHHOCTEH.

22. YTo mpeacTaBistoT cOO0M MpoIeayphl 0€3011acHOCTH?

23. [lpuBeauTe HECKOJBKO NPUMEPOB MpoLEAyp O€30MacHOCTH C ONUCaHHEeM HX
0COOEHHOCTEH.

24. ChopmynupyiiTe  OCHOBHBIE  ATanbl  pa3pabOTKM  IMOJUTHKM  0€30IacHOCTH
OpraHu3alH.

25. Yro Takoe kpunrorpadus?

26. [laiite ompezneneHusi CAEAYIOIUX MOHATUN: KPUNTOIpaMMa, KpPUIITOAITOPUTM,
KpPHUIITOCHCTEMA.

27.B ueM COCTOMT KOpPEHHOE pa3JIndyhue CHUMMETPHUYHBIX W aCHUMMETPUYHBIX
KPUIITOCUCTEM?

28. OxapakTepu3yuTe yeThblpe OCHOBHBIX PeXXHMa padOThl OJIOYHOTO aJIrOPUTMA.

29. Pacckaxxute o crnocobax KOMOMHUPOBaHHs OJOYHBIX ANTOPUTMOB JUIsl HOJTY4YEHHUs
QITOPUTMOB ¢ 00JIee JITMHHBIM KITFOYOM, CPABHHUTE X MEKIY COOOH.

30. KakoBbl OCHOBHBIE XapaKTEPUCTUKU U PEXKHUMBI pabOThl OT€YECTBEHHOI'O CTaHJapTa
mUppoBaHUS JAHHBIX?

31. ChopmynupyiiTe KOHUENIMIO KPUOTOCUCTEMBI C OTKPBITHIM KITFOUOM?

32. laiite  ompexneneHue  oAHOHampasieHHOW ¢yHkuuu. IlpuBeaure mnpumepsl
OJTHOHANPABJICHHBIX (YHKIUI.

33. KakoBbl 0COOCHHOCTH O/THOHAIIPABICHHBIX (DYHKIHHA C «ITOTAHHBIM XOJIOM»?

34. Ha ueM OCHOBBIBAETCS HAaJIEKHOCTh KpunToaiaropurMa mudposanus RSA?

35. Onumure ABE OCHOBHBIE MPOLEAYPHI, OCYLIECTBISIEMbIE CHUCTEMOH AJIEKTPOHHON
U(PPOBON MOAMUCHU IS TOATBEPKACHUS OJIMHHOCTH JIEKTPOHHOTO JOKYMEHTA.

36. OnumuTe OTEYECTBEHHBIM CTaHAAPT LUPPOBOW  TOANUCH, YKWKUTE €T0
NpEeUMyLIEeCTBa M0 CPABHEHUIO C AITOPUTMOM L poBoii moanucu DSA.

37. KakoBo Ha3HaYeHHE XAII-PYHKIUU U KaKUM TPEOOBAHUSM JOJDKHA YIOBIETBOPSTH
KadyecTBEHHast X31I- QyHKIMs?

38. Kakum 00pa3oM KOMOWHUpPOBAHHBI METOJA IIHU(PPOBAHUS TIO3BOJISIET COYETATh
JIOCTOMHCTBA AaCHUMMETPUYHBIX M CHMMETPUYHBIX KpunrtocucteM? ONUIIMTE MPOTOKOI
peanu3ani KOMOMHUPOBAHHOTO METO/1a IU(BPOBAHHSL.

39. Onumure paboty anroputma udpdu - Xsnmamana. YKakuTe AOCTOMHCTBA 3TOTO
aJIropuTMa.
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40. KakoBo HazHaueHHWe MHQPPACTPYKTYypbl OTKpbITHIX Kitoued PKI?  Onwummre
¢dbynkumonupoBanue nHppactpykrypsl PKI.

COJIEP)KATEJIBHBIN MOJTYJIb 2
3AIUTA DJIEKTPOHHOI'O JIOKYMEHTOOBOPOTA

1. [aiite ompexneneHus MOHATUNA: HACHTU(UKALUSA, ayTeHTU(DUKALUSA, aBTOPHU3ALUA,
aAMUHHUCTpUpoBaHue. UTO MOHKMMAIOT MO pemieHueM 3a1ad AAA?

2. Kakwue 3a1aun pemraeT nojcucTemMa ynpasieHus UaeHTUUKauei u focrynom [AM
(Identity and Access Management)?

3. Ha kakue kaTeropuu MO>KHO Pa3JIeIUTh MPOLECChl ayTeHTU(UKAIIUN B 3aBUCUMOCTH
OT CYIIHOCTEH, IPEIbSIBISEMbIX I10Ib30BATENEM AJISl HOATBEPKACHHUS CBOCH MOITTMHHOCTHU?

4. TlepeuucnuTe OCHOBHBIE aTaKU Ha MPOTOKOJIbI Ay TeHTU(UKAIIIH.

5. OnummuTte METOJ ayTeHTU(UKALUM Ha OCHOBE MHOrOpa3oBbIX mHaposieid. KakoBbl
HEJOCTaTKU 3TOr0 MeToaa?

6. OnumuTe MeTo] ayTeHTU(UKAIMU Ha OCHOBE OJIHOPA30BbIX mapoiieil. KakoBbl ero
JIOCTOMHCTBA U HEAOCTATKU?

7. Cdopmynupyiite NpuHIUN CTporoi ayreHtuduxanuu. ONUIIUTE THUMBI MPOLELYP
CTpOroii ayTeHTU(UKaLUH.

8. OOmbsacHute HazHaueHue PIN-koja 1 0cOOEHHOCTH €ro UCIOJIb30BaHUs.

9. OObsacHuTEe NpUHLUMO pabOThl ABYX(akTOpHOH ayTeHTUuKanuu. Kakue BHeIIHue
HOCUTEIN MH(OPMALIMU UCHONB3YIOTCS A ABYX(AKTOPHON ayTEeHTHU(PHUKALUU MOJIb30BaTeNIeh?
KakoBbI JOCTOMHCTBA 3TOr0 METO/1a ayTeHTU(UKAUU?

10. OnumuTe GyHKIMOHATBHOCTD U XapaKTepUCTUKU cMapT-KapT 1 USB-TokeHOB.

11. OnumunTe MeTo1bl GMOMETPUYECKOM ayTeHTU(PHUKAIIMU OJIb30BaTeNsl. YTO 03HAYAIOT
KO3 GUIMEHT OIIMOOUHBIX 0TKa30B U KO3 PUIMEHT OIINOOYHBIX MTOATBEPKACHUN?

12. TloscHuTE NPUHLMI YNPaBICHUS AOCTYIIOM II0 CXEME OJHOKPAaTHOTO BXOJa C
aBTopuzauueit Single Sign-On.

13. Vkaxure NpeuMyIlecTBa 3JIEKTPOHHOTO JOKYMEHTOOOOpOTa IO CPAaBHEHHUIO C
OyMaxXHbIM JIOKyMEHTOOOOPOTOM. VYKaXKUTE pPA3IUUYUs MEXAYy MOHATHSIMH «CHUCTEMa
anekTpoHHOro qokymentoobopora» (C31) u ECM (Enterprise Content Management).

14. OxapaxTepusyire 06a30BbIE COCTABJISIONINE CHUCTEMBI 3JIEKTPOHHOTO
JOKYMEHTO000poTA.

15. Onwmute GyHKIIMOHATHHOCTH MOJICHCTEMBI aBTOMATH3AIMH YIIPABICHUS TTOTOKAMU
pabot (WorkFlow).

16. Ykaxure  OCOOEHHOCTM  TOCTPOEHUS UM (YHKIMOHMPOBAHMSI  CUCTEMBI
pacmpeieIeHHOT0 YJIEKTPOHHOTO TOKYMEHTO000pOTa.

17. HazoBute yrpo3sl nHopmanuonHoit 6e3omacHoctu st COJl u oxapakTepusyiiTe
UCTOYHHUKH 3THUX YTPO3.

18. Kakme ¢yHKIMM TODKHBI OBITH PEaM30BaHBI CPEACTBAMH 3alIUTHl MHPOPMALUU
cona?

19. HazoBuTe OCHOBHBIE yrpo3bl HHPOPMAIMOHHONW 0Oe30macHOCTH 0a3 JaHHBIX.
VYkaxure MmeTonbl U cpeactba 3amutbl CYB/I.

20. Onpenenure mnoustHe «RAID-maccuB». IloscHuTre 0COGEHHOCTHM MPUMEHEHUS
RAID-maccuBoB B CYB/I.

21. Cpasuute Bo3moxxHOCTH cpencTB 3amuTsl CYBJl Microsoft Access u CYB/] Oracle.

22. OxapakTepu3yiTe METOABl U CPEACTBA 3alIUThl KOPHOPATUBHOTO MOYTOBOIO
JIOKyMEHTO000pOTA.

23. Onumure (GyHKIIMOHATBHBIE BOZMOKHOCTH M ApPXUTEKTYPY CHUCTEMBI IEKTPOHHOTO
nokymentoobopora DIRECTUM.

24. Oxapakrepu3yiiTe NpUEMbl M METOJbl 3alllUThl, PEATU30BAHHBIE B CHUCTEME
DIRECTUM.



7.2. Tembl n0kJIa10B (pedepaToB)
He npenycMmoTpeHsl nporpaMMon JUCHUILTHHBI
7.3. Tembl NMCbMEHHBIX PA0OT (THNBI 32/124)

Kontponbnas pabota mpoBoauTcsi B BUe TecTupoBaHus Ha matdgopme Moodle [lentpa
JMCTAaHIIMOHHOTO 00pa3zoBaHus sKoHOMHUecKoro (akynbretra PI'BOY BO «ZloHI V».

TectupoBanue BkirodaeT 20 TECTOBBIX 3aIaHUM 11O TeMaM 1-3.

Bpewms BbimonaHenust — 30 MUHYT.

IIpumep TecTOBOTO 3aaHKsI IPUBEACH HUXKE.

1) K mnpaBoBeIM Meronam, oOecneunBaloOnMM HHPOPMALMOHHYIO 0€30MacHOCTb,
OTHOCSTCS:

Pa3paboTka anmapaTHbIX CpEACTB 00CCIICYCHNUS MPABOBBIX JTAHHBIX

Pa3paboTka M ycTaHOBKa BO BCEX KOMIIBIOTEPHBIX IIPABOBBIX CETSAX JKYpPHAIOB ydeTa
JNEHUCTBUAN

Pa3zpaboTka W KOHKpETHM3alMsi TPAaBOBBIX HOPMATHBHBIX aKTOB OOECHEUCHHMS
0e30macHOCTH

2) OCHOBHBIMH HMCTOYHUKAaMHU YIrpo3 HH(OPMAIMOHHOW OE30MacHOCTH SIBISIOTCS BCE
YKa3aHHOE B CIIMCKE:

XHWILEHHE KECTKUX JUCKOB, TOAKIOYEHUE K CETH, UHCAUJEPCTBO

IlepexBat naHHBIX, XUILEHUE TaHHBIX, U3MEHEHUE APXUTEKTYPbI CUCTEMBbI

XHUIEHUE JaHHBIX, MOJKYI CHCTEMHBIX aJAMHHMCTPATOPOB, HApyLIEHHE perjaMeHTa
paboTsl

3) Buapl nadopmanmoHHoi 0€301MacHOCTH:
[TepconanbHasi, KOpHIOpaTUBHASL, TOCYAAPCTBEHHAS
Knmenrckasi, cepBepHasi, ceTeBast

JlokanbHas, T1o0anbHas, CMEIIaHHAS

4) Lemn wHQOPMAMOHHONW OE30MAaCHOCTH — CBOEBPEMEHHOE OOHapy>KeHHE,
peaynpexieHue:

HECaHKLMOHUPOBAHHOIO JOCTYTA, BO3JEHCTBUS B CETH

HWHCalEpCTBA B OpraHu3alu

YpE3BbIYAHBIX CUTYaLUI

5) OcHoBHBIE 00BEKTHI HHPOPMAILIMOHHOI 0€301MaCHOCTH:

KommeroTepHsle ceTn, 6a3bl TaHHBIX

WudopmanroHHbIe CUCTEMBI, ICUXOJIOTHYECKOE COCTOSIHUE TOJIb30BaTeei
busnec-opreHTHPOBaHHBIE, KOMMEPYECKHE CHCTEMBI

6) OCHOBHBIMU PUCKaMH HH(POPMAIIMOHHON O€30MaCHOCTH SIBJISIOTCS
HckaxeHue, yMeHblLIeHHE 00beMa, IePeKOJMPOBKa HH(OpMAIIH
TexHIUecKoe BMEIIATEILCTBO, BBIBEICHHE U3 CTPOS 000PYIOBAHUS CETH
[Torepst, uckaxxenue, yreuka MHGOpMaIu

7) K ocHOBHBIM IpuHIIMTIaM oOecrieueHust UH(POPMAIIMOHHOHN 0€301MacCHOCTH OTHOCUTCS:
DKOHOMHYECKON 3PPEKTUBHOCTH CUCTEMBI 0€30I1aCHOCTH

MHorormuiathopMeHHOH peanu3aiy CUCTEMBI

YcuneHnst 3aniIeHHOCTH BCEX 3B€HbEB CHCTEMBI
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8) OcHOBHBIMH CyOBEKTaMU HHPOPMALIMOHHOM O€30MaCHOCTH SBISIOTCS:
PYKOBOJIUTEIN, MEHEKEPHI, aIMUHUCTPATOPHI KOMIIAaHUN

Oprassl paBa, rocy1apcTBa, OusHeca

ceTeBble 0a3bl JAHHBIX, (DaePBOILTBI

9) K 0CHOBHBIM (PYHKIMSIM CUCTEMBI 0€30aCHOCTH MOYKHO OTHECTH BCE MIEPEUUCIICHHOE:
YcTaHOBIIEHUE pErylaMEeHTa, ayIUT CUCTEMBI, BBISIBIIEHUE PUCKOB

VYcTaHOBKa HOBBIX O(I)I/ICHI)IX HpI/IJIO)KeHI/II;'I, CMCEHAa XOCTHUHI'-KOMIIaHUHU

Buenpenue ayreHTH(pUKALINN, TPOBEPKU KOHTAKTHBIX JAHHBIX MOJIb30BaTeNeH

10) [IpuHIMTIOM MHPOPMALMOHHON G€30MTACHOCTH SBISAETCA MPUHIUIT HEAOMYIICHHUS:
HeonpaBnanHbix orpaHndeHuit pu padboTe B CETH (CUCTEME)

PuckoB 0e30macHOCTH CETH, CUCTEMBI

[Ipe3ymmnuum CEKpeTHOCTH

11) IlpuHimnoM noJUTUKYU HHGOPMALMOHHON O€30MaCHOCTH SABJISAETCS MPUHLIUIL:
HeB03MOKXHOCTH MUHOBATh 3aIIUTHBIE CPEJICTBA CETH (CUCTEMBI)

VYcunenust OCHOBHOTO 3BE€HA CETH, CUCTEMBbI

[TomHOTO 6JI0KMPOBAHUS TOCTYNA IPU PUCK-CUTYALHSIX

12) [IpyHIMIIOM HOAUTUKY MHPOPMALMOHHONW O€30MIaCHOCTH SIBISAETCS MPUHIIMIL:
VYcuneHus 3aluIeHHOCTH CaMOT0 HE3aIIUIIEHHOTO 3BeHa CETU (CUCTEMBI)
Ilepexona B 6e30macHOE COCTOSIHUE PaOOThI CETU, CUCTEMBI

[TonHOro OCTYyNa Moab30BaTENEH KO BCEM PECYpCaM CETH, CUCTEMBI

13) IlpuHuMnoM noJMTUKU HHGOPMALIMOHHON OE€30MaCHOCTH SABJISETCS MPUHLIUIL:
Paznenenus nocryna (00s13aHHOCTEN, MPUBUIIETUI) KJIMEHTaM CETH (CUCTEMBI)
OnHOYPOBHEBOM 3aIIUTHI CETH, CHCTEMBI

CoBMeCTUMBIX, OTHOTUITHBIX TPOrPAMMHO-TEXHUYECKUX CPEJICTB CETH, CUCTEMBI

14) K 0CHOBHBIM THIIaM CpPE/ICTB BO3/AEHCTBHSI HA KOMITBIOTEPHYIO CETh OTHOCUTCSL:
KomnbrorepHsiii co6oit

Jlornyeckue 3akaaaku («MUHBI»)

ABapuiiHOE OTKIIFOUEHUE MUTAHUS

15) Korna nmonyden craM o e-mail ¢ mpuiioskeHHbIM (aiiiom, ciaeayeT:

[TpounTaTh MPHUIOKEHHUE, €CITH OHO HE COJIEPIKUT HUYETO IIEHHOTO — YAaJIUTh
CoxpanuTth npuiioxkenue B napke «Cramy», BEISICHUTH 3aTeM [P-anpec renepaTopa cnama
Y 1anuTh TUCHMO C IPUIIOKESHHUEM, HE PaCKPBIBasi (HE YnTasi) €ro

16) puanun Kupxroda:

CekpeTHOCTb KJIH04a OIpeieNIeHa CEKPETHOCTBIO OTKPBITOI0 COOOIIEHUS
CekpeTHOCTh HH(POPMALIUHU ONpeieNieHa CKOPOCTHIO Mepeadu TaHHBIX
CeKkpeTHOCTb 3aKpBITOTO COOOILIEHUS ONIPENENIETCs] CEKPETHOCThIO KIltoYa

17) DUII - sro:

DneKTpoHHO-IU(POBOI TPeoOpa3oBaTEIb
DneKTpoHHO-LK(POBast MOANKCH
DneKTpOHHO-IIU(POBOH TIPOIIECCOP

18) Hambonmee  pacmpocTpaHeHbl — Yrpo3sl  HH()OpPMAIMOHHOW  0€301MacHOCTH
KOPIOPAaTHBHOM CHUCTEMBI:
[Tokynka HenuuenznonHoro [10
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OmunbOKM SKCIUTyaTalluy ¥ HEYMBIIUIEHHOTO U3MEHEHHUS PeXUMa PabOThI CUCTEMBI
Co3HaTenbHOro0 BHEAPEHHUSI CETEBBIX BUPYCOB

19) Haunbosnee pacrnpocTpaHeHbl Yrpo3bl HHPOPMAIIMOHHOM 0€3011aCHOCTH CETH:
PacnpeneneHHbIi JOCTYI KIMEHT, 0TKa3 000pyJ0BaHUS

MopanbHBII U3HOC CETH, HTHCAUAEPCTBO

CoOoii (oTKa3) 00OpyI0BaHUS, HEJIETaTbHOE KOMUPOBAaHNE JAHHBIX

20) Haubonee pacnpocTpaHeHbl CpeCTBa BO3JCHCTBUS HA CETh Oduca:
Cnabs1it Tpaduk, nHGOPMALMOHHBIN 0OMaH, BUPYChl B UHTEPHET

Bupycsl B cetu, loruueckrue MUHBI (3aKJIaIK1), UHHOPMAIIMOHHBIN IepexBaT
KommbrotrepHsie coou, U3MEHEHHE aIMUHUCTPUPOBAHNUS, TOTIOJIOTHH

Kpurtepun oneHuBanns MOAyJIbHOH KOHTPOJIbHON PadoThI

Bun 3aganus KoanyecTBO 02/1710B
1 TecTOBOE 3amanme 0,25
KommgectBo TecToB 20
Bcero 5

CamocrosarensHass pabora mo mguctmiumHe «MHopManmmonHas ©6e30macHOCTDY
BBITIOJTHACTCS B BUJIE MPAKTUYECKUX PaOdOT M MaKCUMAaJIbHO OIIEHMBAETCS B 78 OaylIoB.

8. PACITPEJAEJIEHUE BAJIJIOB, KOTOPBIE IHOJIYYAIOT OBYYAIOIIUECA

OOmiast orleHKa 3HAHUK OO0YYAIOMIMXCS MO JUCUUIUIMHE MpoBoauTcs 1o 100-0ammpHOM
IKaJIe UCXOS U3 MaKCUMyMa, IPUBEJICHHOTO B TaOJIHIIE HUXKE.

OpranuzannoHHO-y4eOHass paboTa B ayIuUTOpPUM OIICHUBAETCSA HA OCHOBE TaKUX
KpUTEpUEB KaK IOCEIIAeMOCTh 3aHATUH, CBOEBPEMEHHOE U KAaueCTBEHHOE BBINOJIHEHUE
JIOMAIIHUX 33JaHUH, aKTUBHOCTH BO BPeMsI IIPOBEICHUS JIEKIIMOHHBIX M MPAKTUYECKUX 3aHATHHA
(yuactre B 00CyXJI€HUU TEKYIEro U MPOIEHHOro MaTepyaa, pelieHue 3a1ad u T.11.).

CamocrosTenbHas paboTa OIEHMBAETCS HAa OCHOBE IPEIOCTABICHHBIX Ha MPOBEPKY
BBIMIOJTHEHHBIX JOMAlIHUX, WHIUBUAYaJIbHBIX 3aJlaHUH C YYETOM CBOEBPEMEHHOCTH HX
NPEIOCTABICHHUS U COOTBETCTBUS TPEOOBAHUSAM K MX BBIIOIHEHHIO.

KonnuectBo 6anoB 3a KOHTPOJIbHYIO pabOTy BBIUMCISIETCS Kak cymMMma OajlioB 3a BCe
BXomsme B e€ cocrtaB 3amaHus. Kaxmoe 3agaHue OIICHWBACTCS HMCXOJIS W3 MaKCHMAaJbHO
BO3MOXXHOTO KOJHMYECTBa OallJIOB C YYETOM IMPABUJIBHOCTH BBIMOJTHEHUS 33JaHUS, TMOJHOTHI
IPUBOJUMBIX 0OOCHOBAHUIA.

[To pesynbpTaTam paboOTHI B ceMecTpe oOydarommiics, HaOpaBmmii He MeHee 60 OaylioB,
UMEET MpPaBO MOJYYHTH OIEHKY. Te, KTO mpeTeHayeT Ha Oojiee BBICOKMN Oayi, MpOXOAsT
IPOMEXKYTOUHYIO aTTeCTalMio. MakCUMallbHOE KOJIMYECTBO OauioB Ha MNPOMEXKYTOYHON
arrectanuu — 100. Obmiee KOIM4ecTBO OAJUIOB 32 CEMECTpP BBIUUCIACTCS KaKk MakCHUMaJbHAs U3
MOJyYEHHBIX 3a CEMECTp M Ha MPOMEKYTOYHOM aTTecTaly M BBICTABISETCS COTJIACHO
NPUHSATOMY MOPSAKY.

Conep:karesibHbIE

Buasl padot Bbanabl
MOIYJIH

OpranuzannoHHO-yueOHas paboTa CTy/IeHTa B

ConepkaTenpHplii  |AYAMTOPHH
MozyIib 1 MoyabpHas KOHTpOJIbHAs padboTa 5

Hrtoro 14
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_ |OpranusanuonHo-y4eOHas paboTa CTyAEHTa B
Coneparenbhbiil |40 muropun 8
MOJZyJIb 2

HToro 8
CamocrosiTesibHas padoTa (MpakTH4YecKue padoThbl 10 BAPHAHTAM) 78
HUTOI'O 100
IIpomeskyTOUHAS aTTeCcTALMS 100
OO0uruii utor 3a cemectp 100
CooTBeTcTBHE 0AJJIOB OLIEHKE
O1eHKa 110 IITHOAJUILHOM IIKaJIe
KomnuuectBo 0asioB v
s 100 ECTS Dk3ameH, nuddepeHITpoBaHHBIN 3auer
3a4er
90-100 A OTJINYHO 3a4TEHO
80-89 B XODOLLO 3aYTEHO
75-79 C P 3a4TEHO
70-74 D OBJIETBOPUTEIILHO 3a9TCHO
60-69 E YA p 3a49TEHO
35-59 FX HEYIOBJIETBOPUTEIBLHO HE 3aUTCHO
0-34 F ya p HE 3aUTEHO

9. OBECIIEYEHHME OBPA30OBATEJIBHOI'O ITPOIECCA IS JINL C
OI'PAHUYEHHBIMHU BO3MOKHOCTAMMU 3I0POBbsA U UHBAJINIOB

B xone peanuszanmy JUCHMILIMHBI UCTIOJIB3YIOTCS CIEAYIOLINE TOMOJIHUTENbHbBIE METOIbI
00y4YeHHs, TEKYIIETr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXKYTOYHOH aTTeCcTalli 00yJaromuxcs B
3aBUCUMOCTH OT UX MHIUBHYaJbHBIX OCOOEHHOCTEH:

1) anst cnensIX U CIaOOBUASAIINX:

— JeKIMH OQOPMIISIOTCS B BHUJE JIEKTPOHHOI'O JOKYMEHTA, JOCTYIHOTO C MOMOILBIO
KOMITBIOTEpA CO CIEIHATN3UPOBAHHBIM ITPOrPAMMHBIM 00eCTIeueHUEM;

— JUIA BBINIOJHEHUS 3aJaHHs MPU HEOOXOIMMOCTH MPEIOCTABIISETCS YBEIHMUMBAIOIIEEe
YCTPOHCTBO; BO3MOXHO TAK)K€ MCII0JIb30BaHHE COOCTBEHHBIX YBEIMUUBAIOIINX YCTPOUCTB;

— THMCHMEHHBIC 33JJaHUs OPOPMIISIOTCS YBEIIMYCHHBIM MIPUPTOM.

2) ISl TIIyXHUX ¥ CIa00CTbIIIAIINX

— JEeKIUH O(QOPMIISIOTCS B BUJIE AIEKTPOHHOIO JOKYMEHTA;

— TMCHMEHHBIC 33J[aHUs BHIMOJIHSAIOTCS Ha KOMITBIOTEPE B MUCHbMEHHOM (hopMme;

— D9K3aMeH NPOBOAUTCS B MUCHBMEHHOM (hopMe Ha KOMITBIOTEPE; BO3MOXKHO MPOBEJCHHE
B (hopme TecTUpOBaHUS.

3) Ans oI ¢ HapyIEHUSMHU OITOPHO-ABUTaTeILHOIO anmnapara:

— JeKIMM OQOPMIIAIOTCS B BHUJE JIEKTPOHHOI'O JOKYMEHTA, JOCTYIHOIO C IOMOILBIO
KOMITBIOTEpA CO CHEIHATN3UPOBAHHBIM ITPOrPAMMHBIM 00€CIICUeHUEM;

— MHUCbMEHHBIE 33JJaHNs BBINOJIHAIOTCS Ha KOMITBIOTEPE;

— D9K3aMeH U 3a4éT MPOBOAATCA B YCTHOM (hopMe WM BBINOJHSIOTCA B IMHCbMEHHOU
(hopme Ha KOMITBIOTEPE.

IIpy HEOOXOOUMOCTH NpPENyCMaTpUBACTCA YBEIMYEHHE BPEMEHHU [UlId MOATOTOBKU
OTBETA.

IIponenypa  mpoBefeHHMs  NPOMEXKYTOYHOM  arTecTaluu Uil OOydYaromuxcs
YCTQHABIMBACTCS C Y4YETOM HMX HMHIUBUAYAIBHBIX TCUXO(U3UYECKHX OCOOEHHOCTEH.
[IpomexxyTouHas aTTecTanus MOXKET IPOBOJIUTHCS B HECKOJIBKO ITAIOB.



13

[IpoBenenue mpoueAypbl OLEHHBAHUS PE3YyJbTaTOB OOydYeHUs JIOMyCKaeTcs ¢
WCTIOJIH30BAHNEM JTUCTAHIIMOHHBIX 00pa30BaTEIHHBIX TEXHOJIOTHIA.

ObecneunBaeTcs AOCTYN K HH(POPMAIIMOHHBIM U OMOIHOrpauueckuM pecypcaM B CETH
WuTtepner nns kaxgoro oOyuaromierocsi B (GopMax, aJalnTUPOBAHHBIX K OTPAaHUYEHUSM HX
3JI0pOBbsI U BOCIIPUATHUS MHPOPMALIUH:

1) st cnenbIx ¥ CIabOBUISIINX:

— B Ie4aTHOU GopMe yBEINUCHHBIM HIPUPTOM;

— B (hopMe 3IEKTPOHHOTO JOKYMEHTA;

2) JUisl TIIyXHMX ¥ cJ1a0oCbIIIaIInX:

— B ImeyaTHoOU opme;

— B (hopMe 3IEKTPOHHOTO JOKYMEHTA.

3) ans 00y9aroNIMXCs C HApyIIEHUSIME OTIOPHO-IBUTATEILHOTO anmapara:

— B II€YaTHOH Gopme;

— B (hopMe 3IEKTPOHHOIO JOKYMEHTA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE YYEBHOI'O TIPOLIECCA

YyeOHbIe 3aHATHA TpoBOAATCS B 7-M U 5-m kopmycax JloHl'Y (r. JloHenk,
yi1. YenrockuHies,186; 1896). Jlns npoBeneHns 1abopaTOPHBIX 3aHATUN TpeOyeTcs ayauTOpHs,
000pyIOBaHHAsT MEJIOBOM WJIM MAapKEpHOW JOCKOH, MYJIbTUMEAWHHBIA TPOEKTOP W DKpaH,
HOYTOYK, KOMIUIEKT y4eOHOU MeOenu s CTYJACHTOB, pabodee MECTO MperoaBaTelis, BBIXO B
HNHTepHET — MPOBOHOMN WM ¢ HCToib30BaHreM Wi-Fi.

Jlist caMOCTOSITENTbHOM pabOThl HMCIIONB3YIOTCS TEKCTOBBIE M 3JEKTPOHHBIE PECypCHI
Hayunoii OuOnIMOTEKM YHHUBEpPCUTETa M JAPYTUX AIIEKTPOHHBIX OMOIMOTEYHBIX 0a3 JaHHBIX,
y4eOHO-MeToIuueckoe obecrieueHne, MpeCTaBIeHHOe B y4eOHO-METOAMYECKOM KaOuHeTe 7-T0
kopmyca (aya.103).

OOyuaronuecss HWMEIOT BO3MOXHOCTh — HCIIONB30BaTh y4eOHBbIE MaTepHalbl 10
TUCHUIUIMHE, pa3MeleHHble Ha tuatgopme Moodle LlenTpa auctaHnroHHOrO 00pazoBaHUs
sKoHOMHYecKoro dakynprera «loHl'Y». Ilpum wu3yYyeHMH JIUCHMIUIMHBI TPUMEHSIOTCS
3NEKTPOHHOE 00yYeHHE U TUCTAaHI[MOHHbIE 00pa30BaTeIbHbIEC TEXHOIOTUH.

C  wucronmp30BaHMEM  pecypcoB  MmIarGoOpMbl  JAWCTAHIMOHHOTO  00pa3oBaHUS
OCYIIECTBIISIETCS TEKYIIMH KOHTPOJb 3HAHUN OOydyalolMXcs Ha OCHOBE TECTUPOBAHUS U
IPOBEPKU PE3YIHTaTOB CAMOCTOATEIBHOM PabOTHI.

Jucmanyuonnoii  kypc  «VHpopmanmonHas  6e30MacHOCTbY) Ui CTYJEHTOB
crenranbHoctd  38.05.01 DkoHoMHYeckass 0€30IacCHOCTh, CIEHHAIM3ALMH «DKOHOMHUKO-

npaBoBoe  oOecrevyeHHe  DKOHOMHYECKOW  Oe30MacHOCTH»  JOCTYyNEeH 1O  CChUIKE:
disk.yandex.ru/d/-TPUFYbaCDPhsw

11. PEKOMEHAYEMAS JIMTEPATYPA

11.1. OcHoBHas JauTepaTypa

1. bananos, A. H. KommuiekcHas nHbopMarimoHHast 6€30MacHOCTD: IMOJTHBIA CIIPABOYHUK
crienuanucra : mpakrudeckoe mnocoome / A. H. bamanoB. - MockBa ; Bomorma : Muadpa-
Nuxenepusi, 2024. - 156 c. - ISBN 978-5-9729-1771-6. - Tekct : snektponnsid. - URL:
https://znanium.ru/catalog/product/2169705 (nara oopamenwus: 31.03.2025). — Pexum moctyma:
TI0 TIOJTITHICKE.

2. bapanona, E. K. UnpopmannonHas 6e30nacHOCTb U 3amuTa nHpopMalmu : yuyeOHoe
nocobue / E.K. bapanosa, A.B. babam. — 4-¢ u3n., nmepepab. u mon. — Mocksa : PUOP :
NH®PA-M, 2025. — 336 c. — (Bricmee obpazoBanue). — DOI: https://doi.org/10.29039/1761-
6. - ISBN 978-5-369-01761-6. - Tekct : 3JIEKTPOHHBIN. - URL:
https://znanium.ru/catalog/product/2178344 (nara obpamenus: 31.03.2025). — Pexum moctyma:
TI0 TIOJTITHICKE.
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3. bonnapenko, . C. Mudopmarmonnas 6ezonacuocts : yuebnuk / M. C. bongapenko. -
Mocksa : Uznarensckuit Jlom HUTY «MUCuCy», 2023. - 255 c. - ISBN 978-5-907560-71-0. -
Texcr : anexkrponnsiit. - URL: https://znanium.ru/catalog/product/2148212 (mara oOparieHus:
31.03.2025). — Pexxum focTtymna: 1o moJuicKe.

4. I'puminHa, H. B. OcHoBBI nH(pOpMAIIMOHHON 0€30MaCHOCTH MPEANPHUITUS : ydeOHOe
nocobue / H.B. I'pummmmaa. — Mocksa : UHOPA-M, 2025. — 216 ¢. — (Bricmiee oOpa3oBanue:
Cneuunanurer). - ISBN  978-5-16-016534-9. - Tekcr : onekrponsbii. - URL:
https://znanium.ru/catalog/product/2206781 (mata obpamenus: 31.03.2025). — Pexum moctyma:
0 TIOJITIHCKE.

5. Cerues, 0. H. Crangaptsl nHpopmanmoHHoil Oe3omacHocTH. 3ammTa U 00paboTka
KOH(HICHIIMATIBHBIX JOKYMEHTOB : yuebHoe nocobue / FO.H. CprueB. — 2-e uzn., nepepad. u
norn. — Mocksa : UH®PA-M, 2024. — 602 c. — (Cpennee npodeccrnoHambHOe 00pa3oBaHue).
— DOI 10.12737/1942679. - ISBN 978-5-16-018253-7. - Tekct : snektpoHHbId. - URL:
https://znanium.ru/catalog/product/1942679 (nata obpamenus: 31.03.2025). — Pexum moctymna:
0 TIOJITIHCKE.

11.2. JlomosHuUTeJbHAS JUTEpaTypa

1. depbun, E. A. HWudpopmanmoHHOE NPOTUBOOOPCTBO: KOHLENTYaJbHBIE OCHOBBI
obecrieuenuss uHGOpPMaAIMOHHONW Oe3omacHocTH : ydeOHoe mocoome / E.A. [epbun, A.B.
Haperopoaues. — Mocksa : UHOPA-M, 2024. — 267 c. — (Bsicuiee o6pazoBanue). — DOI
10.12737/2084342. - ISBN 978-5-16-019050-1. - Tekcr : osnekrponHsidi. - URL:
https://znanium.ru/catalog/product/2084342 (nata obpamenus: 31.03.2025). — Pexxum nocryna:
TI0 TIOJTITHICKE.

2. Ny6unun, E. A. OneHka OTHOCUTENBHOIO yiepOa 6e30MmacHOCTH MH()OPMAIMOHHON
cuctemsl : MoHorpadus / E. A. Jlyounun, @. b. Tedyesa, B. B. KonbitoB. — Mocksa : PUOP :
NH®PA-M, 2022. — 192 + Il c. — (Hayunas mbicip). - ISBN 978-5-369-01371-7. - Teker :
anexktpoHHbld. - URL: https://znanium.com/catalog/product/1857458 (mata oOparmieHus:
31.03.2025). — Pexxum gocrtyna: 1o NoAIUCKeE.

3. Knumenko, 1. C. UndopmannonHas 6€301macHOCTb U 3aliuTa HHPOPMAIMHU: MOJEIN U
MeToab! yrpasneHus : MoHorpadus / M.C. Knumenko. — Mocksa : UH®PA-M, 2024. — 180 c.
— (Hayunas mbicib). — DOI 10.12737/monography 5d412ff13c0b88.75804464. - ISBN 978-5-
16-015149-6. - Tekcr : snextponHbiid. - URL: https://znanium.com/catalog/product/2052391
(mara o6pamenus: 31.03.2025). — Pexxum toctyma: mo moAmnucke.

4. 3enkoB, A. B. OcHoBbl nHpOpMaMOHHON Oe3omacHocTH : yueOHoe nmocobue / A. B.
3enkoB. - Mocksa ; Bonoraa : Uadpa-Umxenepus, 2022. - 104 c. - ISBN 978-5-9729-0864-6. -
Texcr : anexkrponHslid. - URL: https://znanium.com/catalog/product/1902587 (nara obparienusi:
31.03.2025). — Pexxum fgoctyna: 1o noJIucKe.

5. OpraHu3alMOHHO-TEXHUYECKOE M  NpaBoOBoe obOecredyeHue HHPOPMALUOHHOM
oe3omacHocTr Poccuiickoit @enepanuu : yuebnuk / coct. U. I'. JlpoBHukosa, A. B. Kamayg, 1. 1.
JluBmmn [u ap]. - Boponex : Hayunaa knura, 2022. - 304 c. - ISBN 978-5-4446-1743-4. -
Texcr : anmekrponnbiid. - URL: https://znanium.com/catalog/product/1999941 (mara oGpamieHus:
31.03.2025). — Pexxum goctyna: 1o noJanucke.

6. IlogcobnseBa, O. B. be3omacHocTh MHGOPMAIMOHHBIX CHUCTEM W 0a3 JaHHBIX :
npaktukym / O. B. [Toncobnsesa. - 2-e uzn., crep. - Mocksa : ®nunTa, 2022. - 99 c. - ISBN 978-
5-9765-5148-0. - Tekct : snexkrponnsrd. - URL: https://znanium.com/catalog/product/1906158
(marta obpamenusi: 31.03.2025). — Pexxum goctyna: mo moJmucke.

12. ”TH®OPMALIMOHHBIE PECYPCBHI

1. bazemtok Huxura I'puropreBud, CremaHoB Aujiekceid BuagumupoBud. MeTomasl
ympaBieHus: ”HPOPMAIIMOHHOM O6e30nmacHOCThI0 B oprannzanuy // EBpasuiickuii Coto3 YUeHBIX.
2015. Ne4-13 (13). URL: https://cyberleninka.ru/article/n/metody-upravleniya-informatsionnoy-
bezopasnostyu-v-organizatsii (nata oopamenus: 31.03.2025).
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2. EprneBckas Haranes BaneppeBHa. Moaynb NPUHATHS PELIEHUN 110 YIPABICHUIO
nH(popMallMOHHOW  0e30MacHOCTbI0 B MHGOPMAMOHHO-KOMMYHUKAIIUOHHOW — cetn  //
Haykoemkue TeXHOJIOrMM B KOCMHMUYECKMX uccienoBaHusx 3emuu. 2020. Ne6. URL:
https://cyberleninka.ru/article/n/modul-prinyatiya-resheniy-po-upravleniyu-informatsionnoy-
bezopasnostyu-v-informatsionno-kommunikatsionnoy-seti (qara obpamenus: 31.03.2025).

3. 3emuoB M.B. O curyanmoHHOM TNOAXOA€ K YHOPaBIEHUIO HWHGOPMaLMOHHON
0e30macHOCTbIO // AKTyanbHbIE NpoOOJieMbl aBHAlMKM M KocMoHaBTHKH. 2016. Nel2. URL:
https://cyberleninka.ru/article/n/o-situatsionnom-podhode-k-upravleniyu-informatsionnoy-
bezopasnostyu (gara obpamenus: 31.03.2025).

4. Kosynoa Csermana CepreeBHa Cuctema ynpaBieHUs HH(DOpPMaIMOHHOM
Oe3omacHocThio Tpennpusitus // EBpaswiickuit Coro3z VYuenbix. 2016. Ne7-2 (28). URL:
https://cyberleninka.ru/article/n/sistema-upravleniya-informatsionnoy-bezopasnostyu-
predpriyatiya (nata obpamenus: 31.03.2025).

5. JI. B. ®omuenkoBa, A. B. JleonoB Mopuenp ynpaBieHUs HHGOPMaLUOHHON
O6e3omacHOCTbIO // DkoHOMHMKAa M OusHec: Teopus M mnpaktuka. 2019. Nel2-3. URL:
https://cyberleninka.ru/article/n/model-upravleniya-informatsionnoy-bezopasnostyu (mara
obpamenusi: 31.03.2025).

6. HanmonaneHas snektponHas Oubmuorexka (HOB): ¢enepanbHas rocynapcrBeHHas
uHpopmanmonHas cucrema / MunuctepctBo Kynbrypel P®; Poccuiickass rocynapcTBeHHas
oubnuorexka. — Mocksa, 2019- . — URL: https://rusneb.ru/ (mara o6pamenns: 31.03.2025). —
Pexum noctyna: cBoO6oAHbIH, noanucka. Heo6xonuma ycTaHOBKA POrpaMMHOI0 00ecreueHus..
— TekcT: 2IeKTPOHHBIN.

7. eLIBRARY.RU: Hayunas snexTpoHHas 6ubianoTeka: caidt. — Mocksa, 2000- . — URL:
https://elibrary.ru (mara oOpamenusi: 31.03.2025). — Pexum npoctyma: s aBTOPHU3OB.
10JIb30BATENCH. —T€KCT: DJIEKTPOHHBIN.

8. Hayunas onexktponnas Oubnuorexka «KubepJlennnka»: cait / Acconuanus
«OtkpbiTas Hayka». — MockBa, 2014. — URL: https://cyberleninka.ru/ (mata oOparieHus:
31.03.2025). — Pexxum noctyma: cBOOOAHBINA. — TEKCT: 3JIEKTPOHHBIH.

9. DnexTpoHHO-OMOMMOTEeUHast cuctema «Jlaupy: [caiit]. — URL: https://e.lanbook.com
(mara ob6pamenus: 31.03.2025). — Pexxum goctyna: mJjis aBTOPU30B. ToOJib3oBaTeneil. — TekcT:
3JIEKTPOHHBIN.

10.  DBC IOpaiit: snexTpoHHass OubimMoTeyHas cucrtema: calT. — Mocksa, 2013. —
URL: https://biblio-online.ru (aata o6pamenus: 31.03.2025). — Pexum noctymna: 1Jisi aBTOPH30B.
IOJIb30BaTeNe. — TEeKCT: 2JEKTPOHHBIN.

11. OnexTpoHHO-0nbMUoTeyHas cucrema Jloul'Y: caiit / ®I'BOY BO «loul'V». —

Honenik, 2016- . — URL: http:/library.donnu.ru/ (mata oGpamenus: 31.03.2025). — Pexum
JOCTyma: CBOOOIHBIN. — TeKCT: ANEeKTPOHHBIN.

12.  Dnexrtponsblii katamor Hayunoit Oubmmorexu [oul'Y: pasmen caiita / Hb
Joul'Y. — Tekcr: snextponnsiii // OBC HouI'Y: caiit. — URL: http://library.donnu.ru/catalog/
(mara oOpamenus: 31.03.2025). — Pexum pgocTyma: TIOWCK CBOOOIHBIH, JJICKTPOHHBIC
JIOKYMEHTBI — JU1s Itosib3oBaTener Jonl'y.

13.  Dnexrponnsii apxus Jloul'Y: pasnen caiita / Hb JoHI'Y. — TekcT: 31eKTpOHHBIN

// OBC Houl'Y: caiit. — URL: http://repo.donnu.ru/ (nata obpamenus: 31.03.2025). — Pexxum
JOCTyTa: CBOOOTHBIMH.

13. IPOTPAMMHOE OBECIIEYHEHHE

1. Windows 7 PRO (xopriopatusHas ymen3ust JJoal'Y Ne 46484614)

2. Microsoft Office (kopnopatusHas nunen3us Joul'Y Ne 46472919)

3. Microsoft Visual Studio (sunensust mporpammsl Dream Spark amst Beicimx yueOHBIX
3aBEJICHUN)

4. AwntuBupyc Kacnepckoro, Adobe Acrobat Reader, xPDF (nmuuenszuun GPL, Apache,
BSD m1st cB060HOTO MPOrpaMMHOTO O0ECTICUCHUS ).
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